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Data Protection Impact Assessment (DPIA)

	FAQs for researchers

What is a DPIA?
A Data Protection Impact Assessment is a process designed to help you identify and minimise the data protection risks of your research and ensure legal compliance. It is a legal requirement under the UK GDPR when processing is likely to result in a high risk to individuals’ rights and freedoms but is good practice for any research that collects personal information that could be considered private or confidential if their personal data will be processed in any way that could pose any risk to their privacy , for example if this will involve the use of new technology, or if it could be vulnerable to misuse.

Do I need to complete this document?
If you are conducting research or investigation-based work* on behalf of the University, you will need to complete this document unless you can justify that the project is low risk. You can determine if it is low risk by completing this checklist.

* The Research Excellence Framework (Research Excellence Framework 2021, Assessment framework and guidance on submissions, Annex C) defines research as “a process of investigation leading to new insights, effectively shared.”  
The use of the term investigation-based work aims to include activity that might fall outside of the formal definition of research but still bring it within the scope of this data protection checklist. It encompasses postgraduate research student projects and staff projects. It includes market and corporate research, practice-based research, audit, and service evaluation. It also includes collaborative projects with external partners and secondary data analysis.

How do I determine whether personal data will be processed?
Personal data is any information relating to any individual, whether it identifies them directly or indirectly. Even if you are not collecting names, you may still be processing personal data. Email and postal addresses, demographics, information about someone’s health, opinions, personality, experiences as well as images, biometric data, video and audio recordings are all personal data if they relate to an identified or identifiable individual. If anyone can identify the individual, it is personal data.

If you believe that you do not need to complete this form, complete the low risk processing checklist and document your decision and rationale. If you're unsure whether your project requires a DPIA, please contact dataprotection@southwales.ac.uk.

If the processing is deemed to be high-risk, you may be asked to complete a more comprehensive assessment so please allow plenty of time for this.




Why do I need to complete this form?
If you are processing any personal data for your research, you are responsible for complying with data protection legislation. On receipt of this form, the Data Protection Team will advise whether a full scale assessment is required and provide advice and guidance on how to process the data in a compliant manner.

Completing a DPIA:
· Ensures compliance with data protection legislation.
· Helps safeguard the rights and privacy of research participants.
· Identifies potential risks early and provides strategies to mitigate them.

What if I am only collecting anonymous data?
It is a common misconception that data is anonymised if you do not collect names. For data to be truly anonymised, it must not be possible for anyone to identify an individual from that data. If the data is linked to a reference number or the person could be identified from researching social media or any other records held by anyone, the data will not be anonymous, it will be pseudonymous. Whilst pseudonymisation is a risk reducing measure, it doesn't mean we do not have to comply with the data protection requirements. Data should be pseudonymised unless there is a specific need to collect names and contact details. If you are collecting pseudonymised data you still need to complete this form. If you are certain that you are collecting anonymous data you do not need to complete this form but keep a record of your decision and justification. 

What if there is a collaboration project and I am acting on the instructions of another institution and I have no control over the purpose, means and manner of the processing?

The institution who makes the decisions (the controller) is responsible for any Data Protection Impact Assessment. You should ask the controller if they have carried out a Data Protection Impact Assessment and if this can be shared so that you know what has been agreed.  Seek advice from the Data Protection Officer or the University Solicitor before completing if you are uncertain in this regard. 


	Section 1 - Governance

	Name of Research Project:
	

	Lead Researcher: 
	

	Department or Faculty responsible:
	

	When is the processing due to start?:
Processing includes collection, recording, organisation, structuring, storage, adaptation, alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment, combination, restriction, erasure or destruction.
	Click here to enter a date.


	Please provide an update on the Ethical Approval stage:
	

	Is there a collaboration agreement being drafted or in place? Please provide details. 
	

	Has this project been discussed with the Data Protection Officer (DPO)?
	




	
Section 2.  Screening questions
 (To be completed by researcher)
Indicate which of the following is involved in the processing to be considered (for further guidance on these processing activities please see the DPIA guidance document).


	☐ The processing requires new, identifiable information to be collected about individuals;

☐ The processing requires pseudonymised data to be collected about individuals

☐ Processing of data concerning vulnerable data subjects;

☐  Processing personal data involves using innovative technological or organisational solutions;

☐ Processing that involves preventing data subjects from exercising a right or using a service or contract;

☐ Uses systematic and extensive profiling or automated decision-making to make significant decisions about people;

☐  Processing of special-category data (including race, ethnicity, political opinions, religion, trade union membership, health, sexuality, biometric, genetic data or criminal-offence data)

☐  Systematic monitoring of a publicly accessible place on a large scale;

☐ Carrying out profiling on a large scale;

☐ Combine, compare or match data from multiple sources;

☐ Processing personal data in ways which may be considered intrusive by data subjects;

☐ Processing children’s personal data 

☐  Processing personal data that could result in a risk of physical harm in the event of a security breach.







	
Section 3. Description of processing activity



	
What are the aims and objectives of the research?



	

	Please describe how the personal data will be processed, from start to finish.  Processing includes collection, recording, organisation, structuring, storage, adaptation, alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment, combination, restriction, erasure or destruction.



	

	
What personal data is to be included in the processing?
Any information from which a living individual is identified or may be identifiable; may include references to identifiers e.g. ID numbers, location data, IP address etc.

	

	
What special category data will be processed?
Personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic or biometric data for the purpose of uniquely identifying an individual, health data, data concerning an individual’s sex life or sexual orientation.  Criminal offences, penalties and sentencing (even if alleged) are considered sensitive

	

	
Additional information regarding the selected indicators above (if any)

	

	Are you sharing the personal data with anyone else? If so how do you propose to do this securely?

	

	Could the processing have any impact on an individual? What risks are present?

	

	Have you drafted a Participant Information Sheet with the appropriate Privacy statement? (attach a copy)
	

	How will you recruit the participants?


	




	
Section 4.  Prioritisation


	Timeline for delivery:
	

	If this needs to be prioritised, please explain why:


	





	Section 5.  Record of decision and advice (To be completed by Data Protection Officer)

	Decision (details of rationale)
	

	Name & role of decision maker
	

	Date
	

	Allocated DPIA reference number 
	



