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Low-Risk Personal Data Processing Checklist for researchers conducting research projects on behalf of the University of South Wales
Introduction 
Anonymous data - If you are satisfied that the process is wholly anonymous (i.e. no name, contact details, IP address or any demographics that could identify an individual are being collected during the entire process) and there is no way that anyone could ever identify any of the participants, then you are not collecting personal data and you do not need to consider the below. 
Personal data - If you are collecting personal data, consider the below checklist to determine whether the processing is low risk. If you can tick all the indicators below then you do not need to submit completed Data Protection Impact Assessment Screening questions providing that you follow the Research Data Management Policy and associated polices and guidance. 
Ensure that you are clear on the definition of ‘personal data’ as defined in the USW Data Protection Policy. 
Important - Even if your project appears low risk, you should still:

- Consult with the Data Protection Team if unsure.
- Document your rationale for considering the activity low risk.
Checklist
Factors indicating low risk processing: if all these factors are met, there is no requirement to proceed to the DPIA screening questions.
☐ No innovative technology including Artificial Intelligence, (machine learning, deep learning) smart technologies or devices that connect to internet applications or neuro-measurements or similar
☐ No monitoring or tracking of behaviors or activity or processing that could reveal new insights about individuals
☐ No special category or sensitive data (e.g. health, ethnicity, religious beliefs, political views, criminal offences, sexuality, financial information, trade union membership, biometrics) is collected.
☐ No personal data sharing with external organisations or third parties.
☐ Data is stored securely, using university-approved systems and access controls.
☐ No profiling or automated decision-making is involved.
☐ Data is retained only temporarily and securely deleted within a short period of time.
☐ Research topic is low sensitivity, with minimal risk of harm or distress. Sensitive research typically involves any of the following: 
· Potential for psychological or physical harm to participants, 
· Exploration of topics that present concerns regarding privacy, confidentiality, or data security, 
· Inclusion or focus on vulnerable populations or socially marginalised groups, 
· Exploration of taboo, stigmatising, or politically charged topics

☐ Only name and email address is being collected.
☐ No vulnerable individuals are involved (e.g. children, patients, at-risk groups).
☐ Participants provide informed consent and have been provided with a comprehensive Participant Information Sheet containing the approved Data Protection Privacy information. and they understand how their data will be used.
Decision
If you can tick all the above boxes, you do not have to complete the DPIA screening but you must complete the box below and store this completed form with the project documentation and submit a signed completed copy with the ethics application.
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